Let’s make our Domino Web Server Rock Solid!
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What to expect

1) Domino Web Security Basics
2) What is out there?
3) TLS and HT TP Response Headers
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Domino is secure from start, right?

Yes!
No!
Maybe
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1) Domino Basics

Sorry! Not all settings are in one place.

» System databases

» Domino Directory
» Server Document
» Configuration Document
» Internet Sites

» ACL

» Database properties

» Additional applications



Domino Directory ACL

» -Default- and Anonymous access should be “No Access”
» Manager and Designer level rights should be reserved for only a select few
» Assign User types for ACL entries to prevent rogue access
» Advance Tab: “Look up User Types for Unspecified Users”
» Avoid user and server names except administration servers



Anonymous access on system databases

» ACL

» Set log.nsf, catalog.nsf, statrep.nsf, and any application database that is

not purposely open to all to “No Access”

o . Access Control List Attributes
=7 Basics - —
People, Servers, Groups Show All u User type Unspecified u
Access No Access

@ Roles
,_% -Default-
Anonymous

B Lo -
¥ Log # demo/teamworkr
LocalDomainAdmins
og Advanced “ ' I
[ LocalDomainServers
[l OtherDomainServers
& Teamtechnology Administrator/teamworkr
Read public documents

Write public documents




Database property “Don’t allow URL open”

Database S

elilsl&lz2la =]

Title Server Log

» Database property

Server demoj/teamworkr

Filename log.nsf

» System databases Type | [Standard .
» Any database you don’t want to be opened by a browser ..., — A«c"vesetines | Encryption Settings

Replication Settings Replication History

¥ Use JavaScript when generating pages

Web Require SSL connection

Access IW Don't allow URL open I

Enable enhanced HTML generation

Don't allow open in IBM Client Application
Access

Disable background agents for this database
Allow use of stored forms in this database
Display images after loading

Allow document locking

Allow connections to external databases using DCRs

Inherit operating system theme from Notes preferences
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Enforce server access

Server Document / Ports / Internet Ports / Web
» Enforce server access settings (set to YES)
> HTTP Server tO h0n0|r Security ta|b Settlngs Basicsl Security | Ports... | Server Tasks... I Internet Protocols... | MTAs... | Misc

Notes Network Ports | Internet Ports... | Proxies |

Web | Directory I Mail | DIIOP | Remote Debug Manager l Server Controller

TCP/IP port number: 80
TCP/IP port status: Disabled
Enfqrce server access Yes
settings:

SSL port number: 443

SSL port status: Enabled




Enforce HTTPS

» Server Document / Ports / Internet Ports / Web
» Force login on HTTPS, or set HTTP to redirect to HTTPS

Basicsl Securityl Ports... | Server Tasks... l Internet Protocols... I MTAs... l Misc

Notes Network Ports | Internet Ports... | Proxies I

Web | Directory I Mail | plorP l Remote Debug Manager l Server Controller

TCP/IP port number: 80

ITCP!IP port status: Redirect to SSL
Enfqrce server access Yes

settings:

SSL port number: 443

SSL port status: Enabled

In 2020 there is no reason to allow HTTP access from external
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Session timeout

» Server Document / Internet Protocols Domino Web Engine

» or Web / Internet Sites / Web Site Document / Domino Web Engine

» Configure idle session timeout to automatically disconnect inactive sessions
» Force Login on SSL

Basics | Configuration | Domino Web Engine I

Session authentication:
Single Server

Idle session timeout: 120 minutes
Force login on SSL: Yes

When overriding session Yes
authentication, generate
session cookie:




Internet Password Lockout

» Configuration Document / Security

» Set Enforce Internet Password Lockout to “Yes” to prevent unlimited attempts at
password guessing

» Set maximum retries Configuration Settings :
> DefaUIIt Max'mum Tl'les Interval Basics | Security | Client Upgrade | LDAP | Router/SMTP |
» Restart server
Enforce Internet Password Lockout: Yes
. v Lockouts
Log Settings: vV Failures
Default Maximum Tries Allowed: 10
Default Lockout Expiration: 0 Minutes

Default Maximum Tries Interval: 1 Hours




» In 2020

How long will it take to break your password?

How long will it take to crack
your password?

Length of Only Mixed Lowerand | Mixed numbers, Mixed numbers,
Password (Chars) | Numbers Upper case Lower and Upper | Lower and Upper
alphabets case aplhabets case aplhabets,

symbols

3 Instantly Instantly Instantly Instantly

4 Instantly Instantly Instantly Instantly

5 Instantly Instantly 3 secs 10 secs

6 Instantly 8 secs 3 mins 13 mins

7 Instantly 5 mins 3 hours 17 hours

8 Instantly 3 hours 10 days 57 days

9 4 secs 4 days 153 days 12 years

10 40 secs 169 days 1year 928 years

11 6 mins 16 years 106 years 71k years

12 1 hour 600 years 6k years 5m years

13 11 hours 21k years 108k years 423m years

14 4 days 778k years 25m years Sbn years

15 46 days 28m years 1bn years 2tn years

16 1year 1bn years 97bn years 193tn years

17 12 years 36bn years 6tn years 14qd years

18 126 years 1tn years 374tn years 1qt years




Internet Password Security

» Server Document / Security / Internet Access
» Fewer name variation with higher security
» full hierarchical name
» common hame
» any alias in the user name field of the person document,

» Internet address
» uid




Internet Password Security (Advanced)

Limit the number of name variations further

Add a view to your Domino Directory

» Notes.ini variable NABWebLookupView

» Restrict which view is used for identifying users
» Custom View ($web)

» Sorted by full name

» Example NABWebLookupView=($web)




Security of Internet Password Storage (1)

» Domino Directory Profile
» Actions / Edit Directory Profile

» Password verification compatible with Notes/Domino release 8.01 or greater

» unique hashed value

» Don’t forget to refresh person documents
» Select Person Document - Actions / Upgrade to

more secure internet passwords

o =
Domino Directory Profile \& /534.

Domain defined by this Domino Directory: rTeam(echnologyJ
Note: This setting is obsolete as of Domino 8.5.1

It is used for compatibility with prior versions only

Condensed server directory catalog for domain:

Sort all new groups by default: “Yes ;v
Auto-populated group Members update interval: " 30 ; minutes

“Yes - Password verification compatible with

r re Internet Passwords: A
L Notes/Domino release 8.01 or greater ; v

Allow the creation of Alternate Language PYes 1 v
Information documents: d

List of administrators who are allowed to create
Cross Domain Configuration documents in the
Administration Process Requests database:

Prevent deletion of these groups: ’LocalDomainAdmins. LocalDomainServers,
OtherDomainServers ; v

Commen ts:




Security of Internet Password Storage (2)

» Version 1 (prior Domino 6)

» Version 2 (Introduced in Domino 6)
» Version 3 (Introduced in Domino 8.01)

| Document

O x| &S ||| & |
» Check $SecurePassword field of the person document sc.pwoca

$Person_Cert

» It should have a value of “2” (equals Version 3) $hesson etall

» If not:

Please upgrade!!!

» Details: https://techlab.ytria.com/dee

-dive-domino-securi

I $Perscn_Main
$Revisions
|$SecurePassword |
SUpdatedBy
AltFullName
AltFullNamelanguage
AltFullNameSort

-part-1-understanding-ibm-domino-

Field Name:
$SecurePassword
Data Type: Text

Data Length: 1 bytes
Seq Num: 6

Dup item ID: 0

Field Flags: SUMMARY

wo



https://techlab.ytria.com/deep-dive-domino-security-part-1-understanding-ibm-domino-password-hashes/

I
2) Domino Server in the Wild

» ZMAP
» Shodan.io




D
ZMAP

Single Paket Network Scanner

Scans entire IPv4 address space within 45 minutes

This is 232 addresses = 4.294.967.296

Minus reserved IPs 592.708.864 = 3.702.258.432 (RFC6598)
Scan possible in 5 minutes

https://zmap.io/

What about IPv6?

A single /64 prefix has about 18 quintillion addresses

V VYV aVaaaaey: V VvV vV Vv

At a conservative scanning rate of 1 second it would take 5 billion years to complete

R0


https://zmap.io/

R
Shodan

» Search Engine for connected “devices” to the internet
» Database
» Provides metadata
» Ports
» OS Version
» Server Software
» Software Version
» Welcome message on port C% SHODAN
» and much more Computer Search Engine
» API

R0



Let’s take a look what’s out there

The best way to get attention is showing it LIVE



There is some scary stuff out there!

» Old Domino Servers pre 9.0.1
» Even version 6.x and 7.x (end of service 2009/2010)
» Still a lot 8.5.3 servers (end of service 2018)

» SSL V3 active

» Other server applications running on the same machine

» Everything prior to 9.0.1 FP6 shouldn’t be reachable directly from the web
» Poodle (9.0.1 FP2 IF 3 and 8.5.3 FP6 IF 6)

» Sloth (9.0.1. FP5 IF1)
» Common Vulnerabilities and Exposures Database:

https://cve.mitre.org/cve/search_cve_list.htmi



https://cve.mitre.org/cve/search_cve_list.html

Do you want to have your
applications on one of these
servers?

UPDATE
Make them secure
Use third party solutions



R .
3) HTTP Security

» TLS
» HTTP Response Header




TLS - What you need to know (1)

» Check if you still have SSL V3 enabled?
» Disabled by default since 9.0.1 FP9

» Browser support for TLSv1 and TLSv1.1 will be pulled by major browsers March
2020 latest October 2020 (Oh, it's NOW!)

» TLS v1.2
» TLS v1.3

» Vote for it: https://domino-ideas.hcltechsw.com/ideas/DOMINO-I-124

TLS 1.3 Support for the Domino INET Stack

TLS 1.3 should be added in Domino 11.There are already recommendations to disable TLS 1.0 and | have
n customers who already disabled TLS 1.0 on their SMTP servers. On the other side there are still
unpatched environments which do not support T...

Likely to implement



https://domino-ideas.hcltechsw.com/ideas/DOMINO-I-124

TLS - What you need to know (2)

» Major browsers pull support for TLS 1.0/1.1

» hitps://Iwww.computerworld.com/article/3313589/big-browsers-to-pull-support-plug-for-
tls-10-and-11-encryption-protocols-in-early-20.htmi
Big browsers to pull support plug for TLS 1.0 and 1.1

1 oned
encryptlon protocols in early 20 PO e of
TLS is the successor to the b DUJIIII VN l|a~ cure Socke lLayer cryption |1“t‘"‘|(:0V‘d—19

bo h are used to secure data communications between browsers an I h destination

server.

» Firefox 78 (disable by default - override)
» Chrome 81 (block)
» Safari 13.1 (warning)



https://www.computerworld.com/article/3313589/big-browsers-to-pull-support-plug-for-tls-10-and-11-encryption-protocols-in-early-20.html
https://www.computerworld.com/article/3313589/big-browsers-to-pull-support-plug-for-tls-10-and-11-encryption-protocols-in-early-20.html
https://www.computerworld.com/article/3313589/big-browsers-to-pull-support-plug-for-tls-10-and-11-encryption-protocols-in-early-20.html

What you need to do! (1)

notes.ini
» Disable SSLv3 if you are still pre 9.0.1 FP9
» Disable SSLv3=1
» Disable TLSv1
» SSL_DISABLE_TLS_10=1
» HTTPDisableServerHeader=1
» HSTS (HTTP Strict Transport Security)
» Protects against protocol downgrade attacks
» Declares browsers should only interact using HTTPS
» It's actually a HTTP Response Header set via notes.ini




What you need to do! (2)

Select the SSL Cipher Settings to allow.

U Se Sec u re C.i p h e rS ECDHE_RSA_WITH_AES_256_CCM_SHA384

> Domino 9 via notes. =
> Domino 10 select again  SE
> Server Document / Internet Protocols Domino Web Ei s« s
» Web / Internet Sites / Web Site Document / Security = smesco

» For TLS 1.2 disable all but first 4 T

RSA_WITH_AES_128_CBC_SHA

Cance

| The following settings are weaker ciphers and are not recommended. To use them, also

add the USE_WEAK_SSL_CIPHERS=1 notes.ini setting to the server.

RSA_WITH_3DES_EDE_CBC_SHA
RSA_WITH_RC4_128_SHA
RSA_WITH_RC4_128_MD5
RSA_WITH_DES_CBC_SHA

RSA_EXPORT1024_WITH_DES_CBC_SHA
RSA_EXPORT_WITH_RC4_40_MD5
RSA_WITH_NULL_SHA
RSA_WITH_NULL_MD5

R0




What you need to do! (3)

» Get a valid certificate
» Let’s Encrypt
> It's free
» LE4D (http://www.midpoints.de/LE4D)
» HCL implementing ACME Protokoll in Domino 12
» https://domino-ideas.hcltechsw.com/ideas/DOMINO-I-682

» TLS public web server certificates only valid for 1 year 398 days



http://www.midpoints.de/LE4D
https://domino-ideas.hcltechsw.com/ideas/DOMINO-I-682

What you need to do! (4)

Check your server
» SSL Labs (www.ssllabs.com)

» Grade change in January 2020 if you provide TLS 1.0/1.1

SSL Report: demo.teamworkr.eu (80.254.129.244)

Assessed on d b 202 30:2 TC | HIDDEN | Clear cache
Summary
»»»»»»»»»»» -
Visit our documentation page for more information, configuration guides, and books. Known issues are documente. d here.

Scan Another »

HTTP Strict Transport Security (HSTS) with long duration deployed on this server. MORE INFO »



http://www.ssllabs.com

D
HTTP Response Header

» Technical information how the website works best
» Cache content
» Type of content
» Software running of server
» Increase performance
» Security Headers
» Passing security policies to web browsers
» Safer browsing experience for visitors

» Reduce risks
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HTTP Response Headers

The most important once:

» Strict-Transport-Security
» X-Frame-Options

» X-Content-Type-Options
» Content-Security-Policy

Set them for every hostname or IP your server is reachable from the internet.
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HTTP Response Headers in Domino

How to set them in Domino
» Notes.ini and Internet Sites
» Domino 9
» officially you can set 4 but you can set 5
» 3 in Internet Sites
» 2 in notes.ini
» Starting with Domino 10
» 20 custom header

» all of them in Internet Sites
» tell http refresh not sufficient needs “tell http restart”
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Strict-Transport-Security

» Force clients only to connect via HTTPS
» Set completely in notes.ini
» Enabled by default since 9.0.1 FP3 IF2
» but: to short:
» HTTP_HSTS MAX AGE= 17280000
» but: does not include subdomains
» HTTP_HSTS INCLUDE_SUBDOMAINS=1

Session resumption (tickets) No

OCSP stapling No

)
n

Strict Transport Security (HSTS)

Public Key Pinning (HPKP) No

Lona handshake intolerance No
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X-Frame-Options

» Protects your site visitors against click-jacking
» An attacker can load up an iframe on their site and set your site as the source
» It's quite easy: <iframe src="https://demo.teamworkr.eu”></iframe>

» Using some crafty CSS an overlay can be created where you possibly enter your
credentials

» X-Frame-Options: "SAMEORIGIN"




X-Content-Type-Options

» Reduces exposure to drive-by downloads and the risks of user uploaded content
that, with clever naming, could be treated as a different content-type, like an

executable.
» X-Content-Type-Options nosniff
» Domino 9: need to be set

» Domino 10: active by default
» can be disabled by notes.ini parameter starting with 10.0.1 FP4

» HTTP_DISABLE_X_CONTENT TYPE_OPTIONS_ NOSNIFF=1.

» Domino 11: active by default
» same as above
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Content-Security-Policy

» More complex only needed if you provide input fields

» Defines approved sources of content that the browser may load

» can be an effective countermeasure to Cross Site Scripting (XSS) attacks
» You can whitelist approved sources

» Details about the options:

» https://scotthelme.co.uk/content-security-policy-an-introduction/



https://scotthelme.co.uk/content-security-policy-an-introduction/

How to check

» https://securityheaders.com/

Security Report Summary

Site: https://demo.teamworkr.eu/twhomepage.nsf
IP Address: 80.254.129.244
Report Time: 28 Feb 2020 14:50:11 UTC

P v Strict-Transport-Security | v Referrer-Policy | v X-Content-Type-Options ] v Content-Security-Policy
eaders:
% X-Frame-Options ]| % Feature-Policy

» Not every header is for every site
» Check your site functionality!

HTTP Response Header can break your site



https://securityheaders.com/

Lessons learned!

Update to be more secure!

Do the minimum on Domino

Disable Port 80 or at least redirect it to 443

Hide your server type

It's 2020: use at least TLS 1.2

Protect your users/customers with HTTP-Headers

vV v v v v VvV Y

More security requires a Reverse Proxy
» They are built for that




Questions?

Email: pz@teamWorkr.com
Ask now or contact me: | witter: @pager19/76
https://www.teamworkr.com
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